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Islamic Emirate of Afghanistan
Ministry of Communications and Information Technology
Information Technology Directorate (ITD)

N

Project Title: IT Security Equipment Procurement & ANDC Upgrade
Document Title: Technical Specification

No. Item Technical Specification MAF Unit Quantity

1 |Security and Backup Solutions

Model - FPR4150-NGFW-K9

Firewall Throuput - 80G

NGFW - 53G

NGIPS - 55G

Maximum concurrent sessions - 30 Million

Maximum new connections per second - 365K

TLS (Hardware Decryption) - 10Gbps

IPSec VPN Throughput - 24Gbps

Maximum VPN Peers - 20000

Cisco Secure IPS License - Perpetual License and be able to passively detect endpoints and infrastructure for threat
correlation and Indicators of Compromise (loC) intelligence

Cisco Security Intelligence - Standard, with IP, URL, and DNS threat intelligence

Cisco Firepower 4100 Series or Cisco Malware Defense for Networks - Must be activated and enables detection, blocking, tracking, analysis, and
Equivalent containment of targeted and persistent malware, addressing the attack continuum both during and after attacks.
Integrated threat correlation with Cisco Secure Endpoint is also optionally available

Cisco Malware Analytics sandboxing - Must be activated

URL filtering: number of categories - More than 80

URL filtering: number of URLs categorized - More than 280 million

Automated threat feed and IPS signature updates - Must allow us to use the Class-leading Collective Security
Intelligence (CSI) from the Cisco Talos Group

High availability and clustering - Active/Active or Active/Standby

Cisco Trust Anchor Technologies - Must be included

Stateful inspection firewall throughput - 80Gbps

Stateful inspection firewall throughput (multiprotocol) - 50Gbps

Supervisor - Cisco Firepower 4000 Supervisor with 8 x 10 Gigabit Ethernet ports and 2 Network Module (NM) slots for I/O
expansion

1.

=

YES PC 2

Base: Dell ME5012 Storage Array
Controller Cards: 12Gb SAS 8 Port Dual Controller
SAS Cables: 2x12Gb HD Mini-SAS to HD Mini-SAS 2M Cable
Hard Drive: 4x Hard Drive Filler 3.5in, Single Blank

Hard Drive: 8x12TB 7.2K RPM NLSAS 12G 12e 3.5in Hot-plug Hard Dri
PowerVault MES012 Storage Array ard rlye 8x SAS bps 512e 3.5in Hot-plug Hard Drive
1.2 ) Rack Rails: 2U YES PC 1
or Equivalent .

Bezel: ME Series 2U Bezel
Power Supply: Power Supply, 580W, Redundant, WW
Regulatory: Dell PowerVault ME Series 2U-12, CE Marking
Power Cords: NEMA 5-15P to C13 Wall Plug, 125 Volt, 15 AMP, 10 Feet (3m), Power Cord, North America
Protect your purchasei - View Support offers below: Parts Only Warranty 36 Months, 36 Month(s)

. Fortinet Email Security Solution or FML-900F: Email Secuity Appliance- 2xGE SFP Slots, 4xGE Rj45 port, dual AC power supplies, 4TB Default Storage YES PC 2
Equivalent FC-10-FE9HF-641-02-36: FortiMail-900F 3 Year FortiCare Premium and FortiGuard Enterprise ATP Bundle Contract Yes | Support 2
FN-TRAN-SX: 1GE SFP SX transceiver module for systems with SFP and SFP/SFP + slots Yes PC
2 |Services

Vendor should do the necessary installation, configuration, testing, and UAT of all the Systems listed above as per the
requirement of ANDC (MCIT). Vendor should schedule proper planning to replace and migrate all existing systems and
services to the new systems with a minimum of interruption and downtime following the ITIL Process. Vendor is
responsible to have end-to-end full functional Systems and Services as per the requirement of MCIT. and Should provide
all necessary tools with a minimum of one 1-year post installation support but not limited to the Installation, No NY 1
Configuration, Testing, and Migration of the above-listed devices and systems with full documentation and including all
types of tagging, management, tracing, inventory, troubleshooting, Site Survey, on-site Training, and use the existing
devices if necessary. The vendor should provide all necessary patch cords (fiber cable) for interconnection for the above
devices along with on-site training to the ADNC staff.

Complete Setup, Installation and

2.1
Configuration

g o 8 Sl il b g Wsd o loslne (55IUST 5 Slbiee ylig pls Wl g dan 1
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